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ABSTRACT

Analyzing embedded systems firmware for security vulnerabilities
is challenging because physical testbeds are costly and difficult to
scale. Firmware rehosting, which executes firmware in an emula-
tor, provides an alternative, but existing approaches face trade-offs
among fidelity, performance, and scalability. To address these limita-
tions, BOARDRUNNER uses compositional device modeling, allowing
individual peripherals to be handled by independently selected mod-
eling backends while preserving their dependencies. BOARDRUNNER
provides reusable Virtual I/O (VIO) models that capture the high-
level operational semantics of commodity peripherals across differ-
ent MicroController Units (MCUs). To adapt these models to new
targets, BOARDRUNNER passively observes Hardware-In-The-Loop
(HITL) executions and uses automaton learning and LLM-guided
synthesis to generate mappings from target-specific MMIO interac-
tions to reusable VIO semantics. To reduce the execution overhead
of peripheral modeling, BOARDRUNNER uses FASTDYN, a high-speed
rehosting engine that integrates device-model handling directly
into JIT-translated firmware execution. We evaluate BOARDRUNNER
across five MCU boards and 70 Software Development Kit (SDK)
firmware workloads, including DM A-intensive workloads, demon-
strating end-to-end rehosting through a semi-automated pipeline.
On end-to-end macrobenchmarks, FASTDYN achieves a 12.74X av-
erage speedup across four workloads compared with HALucinator.
Finally, we demonstrate that BOARDRUNNER-generated models can
be reused as fuzzing harnesses for real-world firmware targets, pro-
viding a high-fidelity execution substrate for downstream dynamic
security analysis.
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1 INTRODUCTION

Embedded systems are foundational to modern life, powering every-
thing from critical infrastructure to personal devices, and are often
built around low-cost microcontroller units (MCUs) that execute
monolithic firmware in a flat address space. Unfortunately, MCUs
provide very limited analysis capabilities, leaving various vulner-
abilities [11, 13, 30], including remote code execution [7, 20, 37],
in the wild. Firmware rehosting has emerged as a promising alter-
native, enabling firmware to be executed and analyzed within a
software-based emulator without the need for physical hardware.
However, existing rehosting frameworks suffer from fundamental
limitations that impede their practicality and performance.

Software-based emulation frameworks [4] require manual pe-
ripheral modeling, which scales poorly due to the sheer diversity of
embedded hardware. While automatic rehosting methods [27, 41,
52] attempt to infer peripheral behavior by analyzing the firmware,
they struggle with complex devices and provide low emulation
fidelity. For instance, a General Purpose Input/Output (GPIO) pin
is often emulated only superficially, while complex peripherals
like cryptographic and neural-network accelerators are simply too
opaque to model entirely in software.

To mitigate this issue, Hardware-in-the-Loop (HITL) rehost-
ing [33] forwards peripheral access requests to a physical device.
For security analysis, this approach highlights a critical trade-off
that is not merely an execution-performance issue. Low-fidelity
software abstractions may allow firmware to execute, but can fail
to preserve the stateful peripheral and protocol behavior needed
to exercise security-relevant functionality. Conversely, HITL pre-
serves these exact semantics, but the constant synchronization
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between the emulator and the hardware imposes a severe perfor-
mance penalty, making repeated dynamic analyses such as fuzzing
prohibitively expensive.

To bridge this gap, high-level rehosting approaches, such as
HALucinator [9], attempt to reduce modeling effort by mapping
firmware functions directly to reusable high-level peripheral mod-
els. However, because HALucinator operates at a higher firmware
abstraction layer, it requires manual, target-specific mappings be-
tween firmware abstractions and the high-level models. Further-
more, it struggles to compose independently handled peripherals
whose states depend on one another (e.g., through clock, power, or
interrupt-control logic). Together, these bottlenecks suggest that
high-fidelity rehosting should be compositional: each peripheral
should use the modeling strategy best suited to it, while preserving
dependencies among independently handled devices.

To address these challenges, we design BOARDRUNNER, a compo-
sitional approach to automatic firmware rehosting. BOARDRUNNER
shares HALucinator’s conceptual goal of mapping firmware in-
teractions to reusable models, but it overcomes the limitations of
high-level emulation by operating directly at the Memory-Mapped
I/O (MMIO) boundary. Instead of relying on manual target-specific
mappings, BOARDRUNNER makes inter-peripheral dependencies
explicit, allowing different peripherals to use different modeling
backends while maintaining a consistent state across their depen-
dencies.

BOARDRUNNER provides a library of Virtual I/O (VIO) models
that 1) capture the high-level operational semantics of commodity
peripherals and 2) standardize inter-peripheral interactions. To au-
tomate the adaptation of these models to new firmware interfaces,
BOARDRUNNER introduces VIOMAaPPER. VIOMAPPER passively ob-
serves HITL interactions and iteratively generates target-specific
mappings from low-level registers to VIO models using automaton
learning and LLM-guided synthesis. The learned mapping can sub-
sequently be used to either eliminate the need for physical hardware
entirely, or construct a hybrid HITL/VIO rehosting configuration.

Lastly, to reduce the execution overhead of peripheral model-
ing, BOARDRUNNER uses FASTDYN, a high-speed emulation engine
that integrates device-model dispatch and analysis instrumentation
directly into Just-In-Time (JIT)-translated firmware code. FAsT-
DyN supports both software-based models and HITL passthrough,
enabling flexible compositional rehosting.

BOARDRUNNER therefore provides a faithful execution substrate
for dynamic security analysis of hardware-coupled firmware, en-
abling repeated analyses such as fuzzing and protocol testing. As
shown in our evaluation, BOARDRUNNER successfully rehosts SDK
firmware workloads across five MCU boards and four real-world
firmware targets. For peripheral classes covered by the VIO library,
rehosting is semi-automated; supporting a previously unsupported
peripheral class requires implementing a reusable VIO model once.

In summary, our contributions are as follows:

e We design Compositional Device Modeling, an automatic re-
hosting technique that maps low-level firmware interactions
to reusable, high-fidelity Virtual I/O models while preserv-
ing inter-peripheral dependencies. This enables faithful exe-
cution of hardware-coupled firmware without requiring a
complete platform-specific software model.
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e We design FAsSTDYN, BOARDRUNNER's high-performance ex-
ecution engine, which integrates device modeling directly
into the translated firmware execution loop. FAsTDYN makes
high-fidelity compositional rehosting efficient enough for re-
peated dynamic analysis. On end-to-end macrobenchmarks,
FasTDYN achieves a 12.74X average speedup across four
workloads compared with HALucinator.

e We evaluate BOARDRUNNER across five MCU boards and 70
SDK firmware workloads, as well as four real-world firmware
targets. Beyond functional rehosting, we demonstrate that
the generated models can be reused as fuzzing harnesses
for real firmware stacks, showing that BOARDRUNNER pro-
vides the execution fidelity required by downstream dynamic
security analysis.

BoARDRUNNER code will be public post-acceptance.

2 BACKGROUND

2.1 Microcontroller Peripherals

Microcontrollers (MCUs) are equipped with a rich set of peripherals
that enable interaction with other controllers and the physical envi-
ronment. These peripherals are typically accessed through memory-
mapped I/O (MMIO), where peripheral registers are mapped into
the processor’s address space and accessed using regular load and
store instructions. The semantics and layout of these registers are
defined by the hardware vendor and documented in the platform’s
reference manual or datasheet. In addition to on-chip peripherals,
MCUs often communicate with external devices via standard buses
such as Serial Peripheral Interface (SPI) or Inter-Integrated Circuit
(I2C), each providing its own protocol for device addressing and
data exchange.

2.2 QEMU and Dynamic Binary Translation

QEMU [4] executes guest code using dynamic binary translation.
During execution, blocks of guest instructions are translated into
host instructions and cached for subsequent execution. For MCU
firmware, memory-mapped peripheral accesses originating from
the translated code are ultimately dispatched to the corresponding
device model or external handler. Firmware-analysis frameworks
often interpose on this execution to inspect or modify machine state
or to handle peripheral interactions. When such operations leave
the translated execution path, for example through a debugger in-
terface or an external handler, each transition introduces additional
synchronization and dispatch overhead. In contrast, instrumenta-
tion inserted directly into the translated code can execute within
the normal JIT execution path.

3 RELATED WORK

MMIO-Level Peripheral Modeling. Prior work models peripheral be-
havior directly at the MMIO boundary. Symbolic approaches [5,
12, 22, 23, 40, 51] infer values that satisfy firmware expectations,
while fuzzing-based approaches [8, 17, 38, 39] explore peripheral
inputs to sustain or expand execution. These techniques are effec-
tive for code exploration, but generally model what the firmware
expects rather than the higher-level semantics of the underlying
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device. Trace-driven approaches [21, 41] learn peripheral behav-
ior from observed hardware interactions, but remain limited by
behaviors exercised during trace collection. Specification-guided
approaches [27, 31, 52] derive richer semantics from datasheets or
software artifacts, but depend on their availability and complete-
ness. In contrast, VIOMAPPER uses observed MMIO interactions to
map target-specific behavior onto reusable high-level VIO seman-
tics.

High-Level Peripheral Modeling. High-Level Modeling (HLM) [9, 28]
avoids reproducing complete register-level behavior by redirecting
firmware interactions to reusable peripheral models. HALucina-
tor [9] is the closest prior work to BOARDRUNNER, but requires
identifying and mapping firmware-level hardware abstractions to
these models. BOARDRUNNER instead operates at the MMIO bound-
ary and uses VIOMAPPER to learn the mapping from target-specific
register interactions to VIO operations. Moreover, BOARDRUNNER
explicitly captures inter-peripheral dependencies, allowing inde-
pendently modeled peripherals to maintain consistent shared state.

Hardware-Assisted and Hybrid Rehosting. PROSPECT [25], Avatar [50],

and Avatar2 [33] preserve peripheral fidelity by forwarding selected
interactions to physical hardware, but frequent synchronization and
state transfer can impose substantial overhead. Secureware [24] re-
duces hardware accesses through caching, while SURROGATES [26]
and Inception [10] use specialized hardware to accelerate commu-
nication. BOARDRUNNER instead treats HITL as one backend within
a compositional architecture, allowing different peripherals to use
software models, replay, or hardware passthrough while FASTDYN
preserves dependencies among them.

On-Device Firmware Analysis. On-device approaches preserve na-
tive peripheral behavior but remain coupled to physical hardware.
HAFL [29] relies on hardware tracing. GDBFuzz [16], TWFuzz [18],
and SHIFT [32] use debugging, tracing, or semihosting mechanisms
to improve fuzzing throughput. These approaches retain hardware
fidelity, but physical execution limits scalability. BOARDRUNNER
instead uses hardware execution to learn peripheral behavior and
subsequently moves supported interactions into the rehosted envi-
ronment.

4 OPERATIONAL MODEL

BOARDRUNNER operates in a semi-whitebox setting to enable down-
stream dynamic security analysis, including fuzzing and proto-
col testing. To initialize the environment, the analyst supplies the
firmware binary, physical board access for Hardware-in-the-Loop
(HITL) tracing, and basic platform configurations (e.g., CPU, mem-
ory map, peripheral addresses, and inter-peripheral dependencies).
BOARDRUNNER also relies on register metadata to associate ob-
served MMIO accesses with peripheral semantics. Our implemen-
tation uses CMSIS System View Descriptor (SVD) files, though
equivalent data from vendor documentation or automated infer-
ence suffices. If this metadata is unavailable, the rehosting process
requires additional manual effort.

For peripheral classes currently in the VIO library, VIOMAaPr-
PER automatically synthesizes the target-specific MMIO mappings.
Unsupported peripheral classes require a one-time VIO model im-
plementation. Ultimately, BOARDRUNNER produces a flexible compo-
sitional environment where analysts can mix VIO models, hardware
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Table 1: Comparison of Peripheral Modeling Techniques.

Technique Perf. Fidelity Scal. Effort
Software-Based:
- MLM High Low Low Low
- HLM High High High High
HITL Low High Low Low
BOARDRUNNER . . .
(Compositional) High  High High Low

passthrough, and replay backends on a per-peripheral basis. Finally,
because prior frameworks make different baseline assumptions (e.g.,
black-box or grey-box), we evaluate BOARDRUNNER against related
work strictly within their respective operational contexts.

5 MOTIVATION

Firmware rehosting executes an existing firmware binary within an
emulated environment that approximates its original hardware con-
text. Table 1 gives an overview of existing peripheral modeling tech-
niques. Software-Based Modeling creates a software model for the
emulated peripherals, resulting in a fast emulation mechanism. Due
to the diversity of MCU hardware, they usually employ an inference
algorithm to automatically generate the software model. MMIO-
Level Modeling (MLM) analyzes the firmware using techniques such
as symbolic execution [5, 12, 22, 23, 40], fuzzing [8, 17, 38, 39], spec-
ification analysis [52], and machine-learning [21, 41] to generate a
device model based on how the firmware interacts with the periph-
eral at the MMIO layer. While these approaches are very easy to
use and require the least amount of manual work, they have many
fundamental issues limiting their practicality. Firstly, the emulation
fidelity is low, i.e., the generated model does not have a meaningful
emulation. For example, when interfacing with a GPIO pin, the user
cannot meaningfully manipulate or observe the pin’s state as they
could on real hardware.

Alternatively, High-Level Modeling (HLM) [9] targets a higher-
level abstraction for MMIO interactions, thereby reducing the im-
pact of peripheral-level diversity. For example, HALucinator uses
binary-to-library matching to identify known HAL functions in
stripped firmware and redirects them to reusable high-level pe-
ripheral models. However, non-standard implementations demand
substantial manual effort to correctly map the abstract model to
the target firmware.

Unfortunately, software-based modeling does not scale as the
complexity of the device increases. Moreover, some peripherals,
such as cryptographic and neural-network accelerators, are simply
too opaque or complex to model entirely in software. Therefore,
for such peripherals, Hardware-In-The-Loop (HITL) techniques are
used, which forward the MMIO access directly to the hardware,
alleviating the complexity of the peripheral. However, doing so
requires costly hardware interactions, resulting in high overhead
during execution.

Each of these approaches offers distinct advantages yet suffers
from tradeoffs between fidelity, automation, or scalability. There
is a need for a technique that unifies the strengths of all three
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Table 2: Feature comparison among existing rehosting plat-
forms and BOARDRUNNER. @: full, @: partial, O: none.
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paradigms, i.e., automation of Low-Level modeling, flexibility and
fidelity of High Level Models, with fallback capabilities of HITL.
Our Approach. BoARDRUNNER employs an MLM solution to map
MMIO accesses to a high-fidelity HLM called VIO. Moreover, the
high-fidelity design of VIO models uses well-defined interfaces,
allowing a split configuration where some peripherals are served
by VIO Models, whereas some peripherals are served by HITL.

However, there are two major challenges to realizing such a
design. Firstly, as the number of MMIO accesses increases, the
firmware-peripheral interaction becomes a major source of bottle-
neck. Secondly, while peripherals mostly work independently, they
still have some dependencies, especially in system-level peripher-
als, such as clock and power control. Therefore, we need a fast IO
emulation mechanism that can route a single IO access to multiple
device models.

To address these limitations, an ideal rehosting platform must
offer first-class rehosting support. Specifically, it requires a robust ar-
chitecture, such as a multi-target device model, capable of modeling
the communication between firmware components and heteroge-
neous device-model backends. Furthermore, to reduce synchroniza-
tion and dispatch overhead, the platform should support inline
device modeling directly within the JIT translation path. Table 2
summarizes how the rehosting platforms we consider differ in their
support for these capabilities.

6 OVERVIEW

BOARDRUNNER is a firmware rehosting framework that uses compo-
sitional device modeling to support scalable, high-fidelity rehosting.
Rather than constructing a monolithic platform model, BoARDRUN-
NER decomposes the rehosting problem into per-device subprob-
lems. For peripherals supported by the VIO library, VIOMAPPER
automatically synthesizes and refines target-specific mappings us-
ing firmware execution traces and LLM-guided synthesis.

At a high level, Figure 1 illustrates the workflow of BOARDRUN-
NER. BOARDRUNNER takes the firmware and platform information
encoded in a configuration file as its inputs. BOARDRUNNER uses
its execution engine, FASTDYN, to execute the target firmware in a
Hardware-in-the-Loop (HITL) configuration and trace the interac-
tion patterns between the firmware and each device. These traces
are then fed to VIOMAPPER, which synthesizes a mapping between
the target-specific low-level register interactions and a Virtual I/O
(VIO) model. Together, these components enable BOARDRUNNER to
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Figure 1: BOARDRUNNER Overview. FAsTDYN allows modify-
ing firmware execution using instrumentation and emulates
peripherals using its device models.

perform fine-grained, semi-automated firmware rehosting across
heterogeneous hardware targets with limited manual intervention.

7 DESIGN

As mentioned in section 5, existing rehosting platforms suffer from
key challenges. To this end, we set up the design goals for our
rehosting platform.

o G1 High Fidelity: BOARDRUNNER must achieve a high level of
fidelity, mapping a physical device to a high-fidelity virtual
instance, ensuring users can create a modular rehosted setup
that can scale up.

o G2 Efficient Emulation: BOARDRUNNER must minimize the
execution overhead introduced by instrumentation and pe-
ripheral modeling, enabling efficient repeated dynamic anal-
ysis.

o G3 Low Manual Effort: BOARDRUNNER must rehost unknown
firmware with minimal manual intervention.

In the following sections, we list the three main components of
BOARDRUNNER. 1) Virtual I/O (VIO) Models, 2) FAsTDYN, and 3)
VIOMAPPER.

8 VIRTUAL I/O (VIO) MODELS

One of the primary challenges in firmware rehosting is the severe
lack of standardization across different microcontrollers (MCUs).
This lack of standardization manifests in two critical ways that
impede scalable emulation: intra-peripheral diversity and inter-
peripheral dependencies.

First, each Original Equipment Manufacturer (OEM) provides its
own proprietary protocol to initialize and operate a given periph-
eral. For example, to use a Universal Synchronous/Asynchronous
Receiver/Transmitter (USART), the protocol to manipulate the
register file is completely different between STMicroelectronics’
STM32F4Discovery and Analog Devices’ MAX78000 MCUs. These
differences arise from varying register layouts, clocking models,
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str r0, [0x40011004] | Firmware

>
case 0x40011004: Platform Model
vio usart write (b)| register -> semantics >

write(pty, msg, 1); VIO |V|Od6|
[} Host terminal
$ socat - PTY, link=/tmp/usart pty

> Hello

Figure 2: Virtual USART in action. Vendor-specific USART
MMIO accesses are translated into high-level VIO operations
and surfaced at the host as a pseudo-terminal.

and initialization sequences. Due to this diversity, writing a new
model for each platform is not scalable.

Second, existing works typically superficially emulate several
key system-level dependencies, such as the clock tree, because high-
fidelity emulation is often not strictly required to merely achieve
basic firmware code coverage. However, compositional rehosting
fundamentally breaks under this assumption. Because each pe-
ripheral may independently reside in either software emulation or
physical hardware (HITL), a low-fidelity clock module fails to syn-
chronize state across these domains. For example, consider a hybrid
configuration where a complex system control module, e.g., the
Reset and Clock Control (RCC), executes on physical hardware via
HITL, while a target GPIO peripheral is emulated in software. On a
physical board, if the firmware clears the GPIO’s clock-enable bit
within the RCC, the GPIO is disabled, and any subsequent reads to
its data registers will be dropped or return zero. However, in a naive
compositional setup, the software-emulated GPIO is completely
isolated and unaware of the physical RCC’s state changes. Conse-
quently, the emulated GPIO will incorrectly continue to process
reads and writes, causing the emulator’s execution state to silently
diverge from reality. Therefore, high fidelity in emulated peripher-
als is not merely a "nice-to-have" feature; it is a strict necessity for
compositional modeling.

VIO models mitigate these challenges by providing a library
of high-fidelity abstract emulation models of commodity periph-
erals. To address OEM diversity, we observe that while manually
creating an emulation model for every distinct USART variant is un-
scalable, all implementations ultimately share the same high-level
operational semantics. The firmware must initially set common
parameters (e.g., baud rate, flow control), after which it simply reads
from or writes to the peripheral. VIO models capture this abstract,
high-level behavior, creating a high-fidelity emulation of a virtual
device that is not tied to any particular hardware implementation.
For GPIO, for example, a target-specific write to a GPIO output-data
register is translated by the generated model into the corresponding
VIO operation that updates the abstract pin state, while reads from
the input-data register are mapped to the VIO operation that queries
that state. To prevent the desynchronization issues seen in prior
work, BOARDRUNNER standardizes inter-peripheral interactions by
defining explicit abstract interfaces for probing and updating depen-
dency states. Figure 6 shows how this capability is used to maintain
consistency across the hardware-software boundary.

© O 0N U R WN

=
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void usart3_write (void xopaque, hwaddr addr,
uint64_t value, unsigned size) {
USART3State xs = opaque;
switch (addr - USART3_BASE) {
case USART_TDR_OFF:
api_pty_write_req(s->pty_£fd, (uint8_t)value);
break;
/+ ... other registers ... */

}

Figure 3: Excerpt from a VIOMAPPER-generated USART3
model on NUCLEO-H753ZI.

Inputs
4 N
E ‘ Emulated Analyzer
CPU

Binary
‘ ! !

Platform
\ Configuration/

Device Model ’

Figure 4: FAsTDYN Overview. FAsTDYN allows modifying
firmware execution using instrumentation and emulates pe-
ripherals using its device models.

By leveraging these abstract virtual models, BOARDRUNNER suc-
cessfully achieves its first design goal, G1: High Fidelity. Figure 2
illustrates this architecture in action using the USART VIO model.
From the firmware’s perspective, it simply reads and writes to
its native, vendor-specific MMIO register interface. However, the
BoARDRUNNER device model transparently intercepts these accesses
and translates them into standardized VIO calls routed to a host-
facing pseudo-terminal. As shown in Figure 3, a write to USART3’s
Transmit Data Register (TDR) becomes a single VIO call (api_—
pty_write_req) that surfaces the byte at the host PTY, and
the read path from the Receive Data Register (RDR) is symmetric.
Consequently, a user on the host can observe the output and di-
rectly drive the serial byte stream, interacting with the emulated
peripheral exactly as if it were a physical UART.

8.1 FasTDYN

BOARDRUNNER uses FASTDYN as its emulation engine. FASTDYN is
a QEMU-based [4] emulation engine. At its core, FASTDYN aims to
provide Fast Dynamic firmware analysis. FASTDYN allows a very
flexible rehosting configuration, allowing dynamic instrumentation
and a rich device model that allows switching between different
device models. Figure 4 shows the internal components of FAsT-
DyN. To use FAsTDYN, users must provide the firmware binary to
rehost and the Platform Configuration, giving information about
the target platform for the binary. FAstTDYN allows modifying and
observing the behavior of the firmware using Analyzer. Lastly,
FastDYN implements Device Models to facilitate compositional re-
hosting. We describe the design of each component in the following
sections.
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; load *(rbx) into eax

mov eax, [rbx]

add eax, 1 ; add 1 to eax

mov eax, 0 ; set eax to 0

mov [rbx], eax ; store eax back to *(rbx)

FastDyn Native Code &=
JIT Translator } —————————————————
Conventional Native Code
mov eax, [rbx] ; load *(rbx) into eax
add eax, 1 ; add 1 to eax
mov [rbx], eax ; store eax back to *(rbx)

Analyzer

update_machine_state (z0, 0x0) ;‘

Figure 5: Difference in conventional firmware analysis tech-
niques and FAsTDYN’s Analyzer. FAsTDYN extends the JIT
translation layer to inject native code required for firmware
analysis, resulting in a very high analysis throughput.

8.1.1 Analyzer. Analyzer is the main module responsible for ma-
nipulating and analyzing the state of the emulated firmware. In
order to do so, we need to instrument the firmware to manipulate
and dump the state of the machine. One possible approach is bi-
nary instrumentation, but unfortunately, binary instrumentation is
usually brittle; therefore, prior work has relied on the emulator’s
debugging interface to perform dynamic state modifications. Exist-
ing work [9, 33] implements their instrumentation logic by issuing
debug commands to the underlying emulator. Unfortunately, this
approach is slow for several reasons. Beyond the obvious over-
head of halting execution, a subtler bottleneck arises from internal
caching behavior. Modern emulators operate much like JIT compil-
ers: they translate firmware instructions into host instructions and
cache translated basic blocks, decoded state, and auxiliary meta-
data. However, every time the debugger halts execution or modifies
architectural state, the emulator is forced to invalidate these caches
to preserve consistency. As a result, each instrumentation action
becomes extremely costly.

To address this, FAsTDYN augments the JIT translation of the
emulator to directly manipulate the translation of the code from
target instruction to host instruction. Figure 5 highlights the dif-
ference from the existing approach. FAstDyN directly injects the
required instrumentation during translation of code from target
code to native code. Using this technique, FASTDYN allows two
types of instrumentation. The injected code can be used to do inline
modification (modifiers) or call the FASTDYN plugin infrastructure
(virtual instructions).

1) Dynamic Binary Instrumentation (Modifiers) Depending on
the use case, simple state updates can be executed inline without
leaving the code buffer, while more complex transformations are
supported via specialized FASTDYN plugins invoked from within
the translated code. A common use case during rehosting is to
instrument the firmware. For instance, users may want to skip a
particular condition during execution. These are basically dynamic
instrumentation.

2) FastDYN Plugins (Virtual Instructions). While Modifiers
provide an efficient mechanism for performing lightweight, in-
line state updates, more sophisticated analyses, such as complex
semantic checks, multi-step inspections, or operations requiring
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host-side services, for example, propagating taint information to
track whether untrusted input flows into privileged MMIO regis-
ters, which requires updating host-side taint metadata, checking
cross-register dataflow, and optionally blocking unsafe writes, de-
mand a more expressive interface. To support these cases, FASTDYN
introduces Virtual Instructions, i.e., instructions that are not part of
the firmware ISA, but can be seen as powerful instructions that can
interact with the host. Virtual instructions programmable callbacks
that can be directly injected in the translated host code and allow
the JIT engine to seamlessly transition from executing firmware
logic to executing host-provided analysis routines without resorting
to debugger intervention.

Through this mechanism, BOARDRUNNER exposes a rich API
for inspecting and modifying system state, building introspection
tools, implementing dynamic analyses, and performing higher-
level instrumentation tasks. This design enables complex reasoning
about firmware behavior while retaining the performance benefits
of inlined, JIT-level instrumentation.

8.1.2  FASTDYN Device Model. FASTDYN intercepts all MMIO ac-
cesses performed by the firmware and forwards them to its device
model infrastructure. Moreover, FASTDYN allows the device model
to use the Analyzer module as well to achieve flexible emulation con-
figuration using virtual instructions and modifiers, allowing inline
device emulation. Figure 6 shows the overview of the device model.
At the heart of the device emulation is the Device Model. The device
model defines how the IO access is emulated. FAsTDYN allows each
peripheral to be independently handled by different device-model
backends, enabling flexible compositional rehosting configurations.
However, this flexibility introduces an inter-peripheral dependency
problem, as real systems contain subtle dependencies that must be
respected for correct execution. A representative example is the
GPIO peripheral. While its register interface can be modeled in
isolation, accurate execution requires that the underlying clock tree
be properly configured and emulated. Since different peripherals
may be handled by different models, state changes in one model
must remain visible to dependent peripherals handled by another
model. This creates a dependency relationship that must be explic-
itly captured and enforced. FASTDYN addresses this problem using
Device Dependency Chains and MultiTarget Peripherals (MTP),
which together allow MMIO accesses to be routed to multiple rele-
vant models when required by an inter-peripheral dependency. We
describe these mechanisms in the following sections.

Device Dependency Chains. Dependencies are explicitly declared

in the Platform Configuration. In the GPIO example, a dependency
entry is added from GPIO to the Clock module, ensuring that any
model serving GPIO also handles the relevant clock registers.
MultiTarget Peripherals (MTP). Given the dependency chain, MTP
enables routing an MMIO access to multiple models when required.
This behavior contrasts with traditional hardware system agents,
where each MMIO access is delivered to exactly one peripheral, by
allowing FASTDYN to forward a single access to all models respon-
sible for satisfying a dependency. This ensures consistency across
interdependent device models while preserving the flexible model
architecture of FASTDYN.
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Figure 6: FAsTDYN Device Model. Each device access can be
routed to multiple models. The device model utilizes virtual
instructions and modifiers to achieve inline device modeling.

Hardware

Device models. FASTDYN provides multiple device-handling models
to support diverse rehosting scenarios. We describe the design of
different models as follows:

Core model: Handwritten, built-in models that are statically linked
with FAsTDYN. These models implement the essential behavior of
common peripherals and serve as fast, stable references.
Passthrough model: This model forwards MMIO operations di-
rectly to physical hardware. BOARDRUNNER uses Virtual Instruc-
tions to invoke host-side passthrough operations directly from
JIT-translated code. To avoid routing these operations through ex-
ternal programs such as OpenOCD and protocols such as TCL, we
introduce LibHW. LibHW provides native access to debug interfaces
such as ST-Link, J-Link, and CMSIS-DAP, allowing BOARDRUNNER
to communicate directly with physical hardware.

Learned model: Learned models are external, dynamically loaded
models plugged into FASTDYN as shared libraries. These models may
be produced by automated rehosting techniques (such as VIOMap-
PER), and the decoupled design allows FASTDYN to integrate any
modeling approach that adheres to its device-model APL
Record/Replay (RR) model: During an HITL run, this model
records every MMIO access and IRQ alongside the emulator in-
struction count at which it occurred. In a subsequent emulated run,
it replays those events deterministically, synchronized to the in-
struction count rather than wall-clock time. Record/replay provides
exact reproducibility for a captured execution and, as we show in
our evaluation, serves as a reference oracle when assessing how
well a learned model matches the recorded behavior.

Null model: A placeholder model whose reads return zero and
whose writes are discarded. It is useful for addressing the ranges
the user wants to deliberately ignore.

8.1.3  Platform Configuration. In order to initialize a target plat-
form, FASTDYN requires three configuration components:

CPU: Specifies the target CPU architecture and core configuration.
This also governs any Modifiers and Virtual Instructions that the
firmware relies on.
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Memory: Describes the memory layout of the platform, including
RAM, flash, and any special-purpose regions used by the firmware,
such as DMA regions, MMIO burst regions, alias regions, etc.
Device: Defines how I/O address ranges are routed inside FASTDYN,
indicating which peripheral is handled by which device model.

8.2 VIOMAPPER

By integrating instrumentation and device-model execution di-
rectly into the JIT-translated execution path, FASTDYN minimizes
the overhead associated with firmware analysis and peripheral
handling, thereby achieving our second design goal, G2: Efficient
Emulation.

VIO models and FASTDYN provide a very flexible way to rehost
firmware images. However, adapting them to a new firmware image
would still require substantial manual effort. In order to mitigate
this, we designed VIOMAPPER. VIOMAPPER is a dynamic analysis
plugin for FAsTDYN, that generates emulation models for devices
using VIO models and firmware. Figure 7 shows the workflow of
VIOMAPPER. VIOMAPPER first runs the firmware in the passthrough
mode while enabling the tracing capabilities of the firmware. Next,
VIOMAPPER uses the Encoder to encode the trace in an annotated
time automata. For each device, VIOMAPPER uses CodeGen, an
LLM-powered module to generate a device model based on the
interaction observed between the firmware and hardware. Lastly,
we verify the newly generated model using the Verifier module
to ensure the generated model can faithfully replay the I/O trace.
In case we find a discrepancy, we use the Root Cause Analysis
(RCA) module to refine the model. We describe the design of each
component in the following sub-section.

The raw I/O traces generated by FASTDYN can easily reach gi-
gabytes within minutes. Due to the nature of CPS and embedded
systems, a substantial portion of these traces contains repeated be-
haviors. Firmware often performs the same sequences continuously
during normal operation. Presenting such raw traces to any anal-
ysis framework is both inefficient and overwhelming. Moreover,
raw traces lack semantic information: they record MMIO accesses
but do not convey device roles, register semantics, or platform
structure. Since the platform configuration is already known, we
can generate a far more expressive and concise trace. To this end,
Encoder conducts a number of analyses as described below:

Encoder. Encoder converts a raw MMIO execution trace into a
symbolic peripheral automaton. It first performs Peripheral Meta-
data Annotation to map each read, write, and interrupt to its corre-
sponding peripheral and register. Encoder then detects the onset
of the dominant recurring operation to separate initialization from
steady-state behavior using Pattern Mining. These recurring subse-
quences are transformed into a directed transition graph, which is
normalized and merged to yield a compact automaton capturing the
peripheral’s observed behavior. We describe the major components
in detail below.

Peripheral Metadata Annotation: Encoder further enriches the au-

tomaton with architectural metadata by using System View De-
scriptor (SVD) files [3] to annotate each MMIO address with its
symbolic name and device-level semantics, enabling direct mapping
to Virtual I/O (VIO) models.
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Figure 7: VIOMAPPER pipeline. The I/0O traces from FaAstDYN HITL mode are encoded into an automaton, which is used by
CodeGen to generate a device model. The model is verified against the original I/O trace to ensure consistency.

Interrupt Handler Identification: Encoder also correlates interrupt
events with the corresponding interrupt handlers, allowing it to
identify the firmware’s interrupt-handling structure and distinguish
asynchronous device-driven behavior from normal execution.
Pattern Mining: Encoder processes the raw I/O logs and produces
a compact automaton that preserves the behavioral semantics of
the original trace. It decomposes the trace into two categories: (1)
repeating patterns and (2) linear, non-repeating sequences. This
design is motivated by the observation that peripherals are typically
exercised in two phases: an initial configuration phase followed by
cyclic operational behavior. To detect repeated behavior, Encoder
applies statistical and structural pattern-mining techniques, includ-
ing N-gram analysis [6] and minimal cycle detection to extract the
shortest repeating MMIO cycles. After extracting these patterns, the
remaining trace consists of a mix of one-off initialization sequences
and stable periodic cycles.

Entropy Analysis: Next, the encoder performs per-register Shannon

entropy analysis to characterize the variability of register values.
Registers with high entropy are typically data-bearing (e.g., sensor
readings, FIFOs, DMA buffers), and our key insight is that such
data registers depend heavily on specific application logic and thus
cannot be modeled by a generic, one-size-fits-all rule. Identifying
them is therefore essential to guide higher-level model synthesis.
Encoder uses these analyses to produce a concise timed automa-
ton that captures the essential behavior of the firmware. As shown
in section 10, Encoder can reduce the size of raw I/O traces by sev-
eral orders of magnitude while preserving their semantic content.
This reduction is essential for the CodeGen as LLMs have a limited
context size; Encoder transforms an intractable context to a more
tractable automaton that can be used by CodeGen.
CodeGen. CodeGen is the LLM-powered device-model generator
of VIOMAPPER. It consumes the encoded automaton produced by
Encoder and, using the device category and register annotations,
selects the appropriate VIO APIs required to model the device’s
behavior. Based on this information, CodeGen constructs a detailed
contextual specification that is supplied to an LLM, which then syn-
thesizes the corresponding device model. Appendix C details the
prompt structure, refinement loop, and failure handling. The gener-
ated model is automatically compiled and subsequently evaluated
by the Verifier to ensure consistency with the observed firmware
behavior.

Component SLOC

FastDYN 7,996
VIOMAPPER 4,449

Table 3: Lines of Code (SLOC) Summary

Component SLOC modified

Plugin 411
Core 615
Machine 964

Table 4: SLOC modified in QEMU by component.

Verifier. Because CodeGen relies on an LLM to synthesize device
models, the output is susceptible to hallucinations or incorrect be-
haviors. To address this, VIOMAPPER employs the Verifier module,
which validates each generated model before it is accepted. The Ver-
ifier constructs a dedicated test harness that replays the extracted
1/O trace against the newly synthesized model. During this replay,
we do not expect the same match with high entropy registers, as
discussed earlier, these registers are domain-specific and are not
generally produced by the CodeGen. By comparing the model’s
responses with the original trace, the Verifier ensures that the gen-
erated implementation faithfully reproduces the observed device
behavior and adheres to the semantics encoded in the automaton.
Root Cause Analysis (RCA). If the Verifier detects inconsistencies
during trace replay, the RCA module examines the divergence be-
tween the generated I/O model and the original I/O trace to identify
the underlying issue. Specifically, RCA analyzes the mismatched
segment, locates the broken pattern or misconfigured transition,
and classifies the type of error (e.g., incorrect state update, miss-
ing dependency, malformed timing). RCA then drives CodeGen
to produce a targeted search-and-replace patch over the existing
model rather than regenerate the entire C source. This saves tokens
across iterations and, as the ablation in §10.4 confirms, is essential
for complex peripherals.

VIOMAPPER is able to automatically generate the peripheral
emulation, achieving our third goal, G3 Low Manual Effort.

9 IMPLEMENTATION

We describe the implementation of BOARDRUNNER per component.
FasTDYN. FAsTDYN is built as a QEMU TCG plugin against a QEMU
10.0.50-dev fork. We deliberately keep our QEMU-side changes
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non-invasive: modifications are confined to the Cortex-M machine
model, the NVIC, and a small set of plugin-API extensions that
expose IRQ entry/exit and memory-modifier hooks. The SLOC
breakdown is in Table 4. The bulk of FAsTDYN—MMIO dispatch,
the device-model registry, Modifiers, Virtual Instructions, and the
record/replay backend—lives entirely in the plugin (Table 3), so
FasTDYN tracks upstream QEMU with minimal friction. This con-
trasts with prior rehosting forks [33, 34, 50], which have diverged
far enough from upstream that they lose ongoing architecture and
performance improvements.
VIO Models. VIO Models are implemented as a standalone C li-
brary linked by every generated device model. The library currently
provides high-level abstractions for USART, 12C, SPI, DMA, inter-
peripheral Signals, PTY, FIFO, Ethernet (TAP), and block-device
storage.
VIOMAPPER. VIOMAPPER is implemented in Python and uses the
OpenAl API for LLM interactions.

As BOARDRUNNER accumulates support for more device classes,
we expect the SLOC count to grow, primarily in the VIO library,
which we view as the main surface of long-term engineering effort.

10 EVALUATION

We evaluate BOARDRUNNER on the five development boards listed
in Table 5, spanning Cortex-M3, Cortex-M4F, and Cortex-M7 cores
from two MCU vendors [2, 42-44, 49]. The boards expose a diverse
set of MCU peripherals, including UART, SPI, I2C, GPIO, timers,
DMA, ADC, and PWM. The specific firmware samples used in
each evaluation are introduced with the corresponding research
question.

For peripheral-model synthesis, we use OpenAI GPT-5.4 with
medium reasoning effort and default settings (no fine-tuning, de-
fault temperature) [35]. The synthesized C models for all evaluated
firmware are included in our released artifact, and the prompts are
reproducible by re-running VIOMAPPER on each firmware’s HITL
trace. All experiments run on Ubuntu 22.04.5 LTS on an AMD Ryzen
7 7800X3D (8 cores / 16 threads). We evaluate whether BOARDRUN-
NER provides a practical execution substrate for dynamic firmware
security analysis. We first evaluate the performance and rehosting
fidelity required by downstream analyses (RQ1-RQ2), then evaluate
its use on real-world firmware and fuzzing (RQ3), and finally study
the contribution of VIOMapper’s synthesis components (RQ4).
RQ1. How does FAsTDYN’s emulation performance compare to
existing rehosting strategies?

RQ2. Can BoARDRUNNER rehost SDK firmware end-to-end?
RQ3. Can BoARDRUNNER faithfully rehost real-world firmware and
expose it to downstream fuzzing?

RQ4. How does each VIOMAPPER component contribute to model
synthesis?

10.1 RQ1: FasTDYN rehosting performance

We evaluate FASTDYN’s execution overhead using both operation-
level microbenchmarks and end-to-end macrobenchmarks. The
microbenchmarks measure three operations commonly used during
rehosting: firmware function bypass, host-side instrumentation,
and HITL hardware access, while the macrobenchmarks measure
end-to-end performance on a public firmware corpus.
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Board MCU SDK / Example Source
NUCLEO-F103RB STM32F103RB  STM32CubeF1 [45]
STM32F4291-DISC1 ~ STM32F429Z1 STM32CubeF4 [46]
STM32F7691-EVAL STM32F769NI STM32CubeF7 [47]
NUCLEO-H753ZI STM32H753Z1  STM32CubeH7 [48]
MAX78000FTHR MAX78000 MSDK [1]

Table 5: Evaluation targets and the vendor SDK sources used
to obtain SDK firmware workloads.

10° 10°

© 1034 [CZ] Baseline
] 40.35s EEE FastDyn 1021 10148
@ 102§+ 410m9) (+/- 5.60ms)
2 10! 4 102 4
S 10! 4
. 10° 4 10.08s
2 10° (+/-5.40ms)
210! 10714 10t 4
E o] 10724
g 10 . 506.45ms
£ 1070 102.11us 1073 4 100.89us 10° 4 (+/-450.00us)
8 (+/- 14.64us) - (+/- 13.50us)
9 —4 3

T 4 10-14

HALucinator ~ FastDyn HALucinator  FastDyn

(modifier) (virtual) Avatar2 FastDyn

(a) Function Bypass.  (b) Host Operation.  (c) HITL Execution.
Figure 8: Isolation microbenchmarks on STM32F429I-DISC1
(log scale, mean + SD, n=100 runs, N=1000 ops per run). (a)
HALucinator’s function bypass versus FAsTDYN’s inline mod-
ifier (b) HALucinator’s host operation versus FAsTDYN’s plu-
gin virtual (c) Avatar2’s OpenOCD bridge versus FASTDYN’s
direct probe interface

Microbenchmarks. For the microbenchmarks, we evaluate the
overhead of three operations commonly used during firmware re-
hosting: bypassing a firmware function, performing a host-side
operation in response to firmware execution, and forwarding an
MMIO access to physical hardware. Each microbenchmark executes
a tight loop containing 1,000 instances of the operation under study.
For function bypass, we skip the execution of a target firmware
function. For host operation, we intercept a firmware function and
record each invocation in a host-side log, representing analyses
that require communication with or computation on the host. For
hardware access, the firmware performs MMIO accesses that are
forwarded to the physical device. We use HALucinator [9] as the
baseline for function bypass and host-side operations. Since HALu-
cinator does not support HITL execution, we use Avatar [33] as the
baseline for hardware access.

Figure 8 shows the results. Thanks to our optimizations, FAsT-
DyN bypasses 1000 functions in 102.11 + 14.64 ps, compared with
40.35 + 0.004 s for HALucinator, corresponding to a 3.95%10°X im-
provement. Similarly for host operations, FAsTDYN completes the
same sequence in 100.89 + 13.50 ps, compared with 10.14 + 0.006 s
for HALucinator, corresponding to a 1.01x10°x improvement. For
hardware access, FAsSTDYN completes the 1,000-operation sequence
in 506.45 + 0.45ms, compared with 10.08 + 0.005s for Avatar2,
corresponding to a 19.90x improvement. These microbenchmarks
intentionally minimize unrelated firmware execution so that the
operation under study dominates runtime. The reported speedups
therefore characterize favorable per-operation improvements rather
than expected end-to-end application speedups.
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Figure 9: Execution time of HALucinator versus
HALucinator-FD on the HALucinator corpus (log scale,
mean + SD, N = 10).

End-to-end macrobenchmarks. To evaluate how the microbench-
marks’ per-operation savings translate to real firmware, we run
an end-to-end comparison on four workloads from HALucinator’s
public corpus. These workloads span bare-metal and RTOS code on
two vendors, including a short STM32 UART Hyperterminal demo,
Zephyr UART echoes on NXP FRDM-K64F and Olimex STM32-
H103, and a Zephyr LittleFS filesystem test on FRDM-K64F. HALu-
cinator’s peripheral models are written in Python, so for a fair
comparison we extend the FASTDYN plugin with an embedded
CPython interpreter that hosts these models. We refer to this con-
figuration as HALucinator-FD (FastDyn backend), and compare its
execution time against unmodified HALucinator. Both configura-
tions run byte-identical firmware images. Each workload runs 10
iterations, and each iteration launches a fresh QEMU process, so
no JIT, interpreter, or plugin state persists across runs. We report
mean =+ standard deviation (SD).

Figure 9 reports the results alongside the runtime handler-callba-
ck count each workload triggers, recorded via HALucinator’s per-
breakpoint counters. Speedup grows monotonically with callback
count, consistent with the per-callback savings measured in iso-
lation. The STM32 UART workload fires only 8 callbacks over a
~1.5 s bare-metal initialization sequence. Although FASTDYN’s per-
callback cost is far lower than HALucinator’s (Figure 8), 8 call-
backs are too few to recover HALucinator-FD’s fixed plugin-load
and CPython initialization overhead, yielding a 0.91x ratio. On
the three multi-second Zephyr workloads, the same per-callback
savings accumulate over 65 to 1,177 callbacks and dominate the
fixed cost. This produces 4.87X%, 6.82X, and 38.37x speedups on the
FRDM-K64F, Olimex-H103, and Filesystem workloads respectively.
The Filesystem case shows the largest gain because each top-level
filesystem call issues many handler callbacks, amplifying the per-
callback savings measured in isolation. The average speedup across
the four workloads is 12.74X.

10.2 RQ2: SDK firmware rehosting

To evaluate whether BOARDRUNNER can rehost SDK firmware, we
run the 70-workload suite across the five boards in Table 5. Each
workload is derived from a vendor SDK example and is paired
with a functional check (Table 7). For each workload we (1) collect
a hardware trace by running the firmware in passthrough mode
through FASTDYN, (2) synthesize a peripheral model from the trace
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Table 6: Comparison of BOARDRUNNER against naive base-
lines on NUCLEO-F103RB. Each cell reports the number of
unique basic blocks executed by the firmware. FC marks
functional correctness, TV marks trace verification.

Firmware Passthrough Null Replay BoARDRUNNER
GPIO (cbk) 191 101 191 191
UART (RX/TX) 415 352 415 415
I2C (RX/TX) 438 304 438 438
SPI (RX/TX) 291 262 291 291
ADC+DMA 378 265 378 378
FC v X X 4
TV v X v v

with VIOMAPPER, and (3) re-run the firmware in emulation using
the generated model. A workload is successfully rehosted if Verifier
accepts the model and the firmware passes its functional check.
BOARDRUNNER rehosts all 70 workloads.

Comparison against naive baselines. While an end-to-end ex-
ecution is necessary for successful rehosting, it is not sufficient
to validate model correctness, since a deterministic replay of the
recorded MMIO trace would produce the same outcome. To distin-
guish such trace memorization from genuine semantic modeling, we
evaluate BOARDRUNNER against two naive baselines on NUCLEO-
F103RB across five representative peripherals (GPIO, UART, I2C,
SPL, and ADC+DMA): the Null model (§8.1.2) and the Replay model
(§8.1.2). Table 6 reports the unique basic blocks reached under each
mode, together with whether the firmware passes its functional
check and whether the model’s MMIO output matches the recorded
hardware trace.

While both naive baselines reach a non-trivial fraction of the
basic-block count, neither satisfies the firmware’s functional check.
The Null model allows the firmware to complete initialization but
cannot drive any further activity, since its zero responses provide
no peripheral state. The Replay model, by construction, reproduces
the recorded basic-block count and trace exactly, yet still fails the
functional check, since it cannot respond to inputs outside the
recording. Only the BOARDRUNNER-generated model satisfies both
functional correctness and trace verification. This observation also
motivates our ablation study (§10.4), where functional correctness,
rather than coverage, is treated as the primary metric of model
quality.

Cost Evaluation. For cost evaluation, we ran VIOMAPPER on the
NUCLEO-H753Z1. VIOMAPPER synthesized twelve peripheral mod-
els across eight firmware samples at a total LLM cost of $10.05,
averaging $0.84 per model. Synthesis cost is primarily driven by
two factors. First, more complex peripherals expose a larger config-
uration and operation space through their VIO interfaces, requiring
VIOMAPPER to infer and map a larger set of target-specific MMIO
behaviors. For example, a UART model exposes a relatively small
set of operations such as configuring the baud rate and transmitting
or receiving bytes. In contrast, a network interface may expose sub-
stantially more operations, such as configuring the MAC address
and managing transmit/receive descriptor rings. Second, models
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Table 7: Functional operations exercised by SDK firmware
workloads (as modeled).

Peripheral Functional Operations

UART Receive or transmit a byte

SPI Receive or transmit a byte

I’C Read or write a byte to a slave

GPIO Read, set, or clear a pin; Execute callback after interrupt
ADC Read an analog-to-digital conversion

DMA Transfer from Peripheral MMIO register to RAM

Timer Read counter value; Execute callback after interrupt
PWM Configure PWM as an autonomous peripheral

that do not converge in the initial synthesis step require additional
RCA-driven refinement iterations, further increasing token usage.

Table 9 illustrates the combined effect of these factors. USART
converges in one iteration using 26.2k tokens, SPI requires two
iterations and 40.7 k tokens, while the compositional ADC+DMA
workload requires seven iterations and 221.1k tokens. Across these
workloads, token usage therefore varies by roughly 8x between the
simplest first-iteration model and the most refinement-intensive
compositional model.

10.3 RQ3: Real-world firmware and fuzzing

We extend the evaluation to four real-world firmware targets (Ta-
ble 8): an Ethernet stack (LwIP), a storage stack (FatFs over SDMMC),
an [oT client (MQTT, built on Eclipse Paho Embedded C [15]), and
an industrial fieldbus slave (Modbus RTU, built on FreeMODBUS).
LwIP and FatFs run on STM32F769I-EVAL, MQTT runs on NUCLEO-
H753Z1, and Modbus runs on NUCLEO-F103RB. Each firmware
was first validated on the physical board before rehosting. Since
BOARDRUNNER learns peripheral models from a hardware-in-the-
loop trace, the corpus is bounded by board availability rather than
software effort. The same constraint applies to prior trace-driven
rehosters such as Pretender [21] and Conware [41].
Methodology. We measure each firmware under three configura-
tions. For context, we include No peripheral mode as an execution
floor rather than a competing rehosting baseline. This mode runs
the firmware on unmodified QEMU with no FAsTDYN plugin and no
peripheral model. BOARDRUNNER (Normal) mode runs the firmware
with the VIOMAPPER-generated model serving the protocol-coupled
peripheral, while FASTDYN’s compositional passthrough handles
the rest of the address space. BOARDRUNNER (Fuzzing) mode reuses
the same model as a fuzzing harness, with the fuzzer mutating the
input bytes the firmware reads through the model.

For each configuration, we report two metrics. Basic Blocks (BB)
is the number of unique basic blocks the firmware executes during
the run. Functional Correctness (FC) indicates whether the firmware
passes its functional check: serving an HTTP page (LwIP), reading
back a written file (FatFs), completing a publish-subscribe round-
trip (MQTT), and completing Modbus request-response transac-
tions (Modbus). Under fuzzing, FC additionally requires the model
to remain stable for the duration of the campaign, so that benign
traffic interleaved with mutated inputs continues to be served.
Results. Across all four firmware targets, BOARDRUNNER repro-
duces the functional behavior of the real device. No peripheral mode
stalls at the first unsupported peripheral access in every case and
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never reaches the application code. Three of the four models (FatFs,
MQTT, Modbus) cover a single peripheral and converge from the
MMIO trace alone. LwIP is the only target where the trace alone
is not enough, since its DMA descriptors live in RAM and never
appear as MMIO traffic. For this case, the user supplies a snapshot
of the relevant memory region together with the descriptor element
size, which Encoder forwards to CodeGen alongside the trace. All
four models converge in six or fewer iterations.

Fuzzing follow-on. Once a model is verified, it can be reused as a
fuzzing harness without any additional work: the same byte bound-
ary VIOMAPPER learned is also where the fuzzer injects mutated
input. Mutated inputs are produced through a generic backend
interface, which currently supports LibAFL [19] and a modified
version of AFLNET [36] that delivers stateful sequences of inputs
directly to the model rather than through network sockets. For
each firmware we run three independent 24-hour campaigns. The
fuzzer mutates the protocol bytes the parser consumes: Ethernet
frames for LwIP, MQTT frames for the Paho client, Modbus PDUs
for FreeMODBUS, and SD command frames for FatFs. Because the
HAL, driver, and middleware run unmodified, the parsers them-
selves are exercised by the fuzzer, including the regions historically
associated with vulnerabilities in these stacks (e.g., length-field
decoding, CRC validation, and PDU dispatch).

BB under fuzzing exceeds BB under normal execution on LwIP,
MQTT, and Modbus, where the fuzzer drives each parser through
paths the recorded run does not enter. FatFs does not show such
gains, since its firmware has limited control flow. Across all four
campaigns, the model itself remains stable, with no crashes, dead-
locks, or desynchronizations on benign traffic interleaved with mu-
tated input. Because the fuzzer drives protocol bytes never present
in the recorded trace, this stability provides evidence that the syn-
thesized models can support executions beyond those observed
during trace collection. This experiment is not intended to evaluate
a new fuzzing algorithm; rather, it tests whether BOARDRUNNER
preserves sufficient peripheral and protocol semantics for existing
fuzzers to exercise security-relevant firmware functionality under
rehosting.

We did not discover any new vulnerabilities in the four firmware
targets within the campaign budget. Our current fuzzing setup uses
a basic AFL-style integration and treats the generated device model
primarily as an input interface, rather than exploiting the richer
semantics exposed by BOARDRUNNER. We discuss model-aware
fuzzing opportunities enabled by these semantics in Section 11.

10.4 RQ4: Ablation study

We ablate VIOMAPPER’s four components in turn: the Encoder (A1),
Root Cause Analysis (A2), VIO API definitions (A3), and Verifier
feedback loop (A4). Each ablation runs on three peripherals from
NUCLEO-H753ZI: USART, SPI with an external slave, and a compo-
sitional ADC+DMA workload. The compositional case is the stress
test, since the ADC writes the DMA destination pointer through
ADC MMIO and either model failing fails the entire run. We cap
each ablation at 10 LLM iterations and consider a run converged
only if the synthesized model passes both VIOMAPPER’s verification
and the firmware’s functional check. Table 9 reports the results.
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Table 8: Real-world firmware rehosting and fuzzing. BB: unique basic blocks executed. FC: passes functional check.

No Periph- BOARDRUNNER BOARDRUNNER

Firmware MCU Middleware Modeled Interfaces eral Mode (Normal) (Fuzzing)
BB FC BB FC BB FC
LwIP HTTP server STM32F769NI 1wIP (raw API) ETH MAC + DMA 170 X 1838 v 2651 v
FatFs / uSD STM32F769NI FatFs over SDMMC SDMMC1 141 X 1416 v 1416 v
MQTT (Paho) STM32H753Z1 Eclipse Paho USART3 29 X 866 v 892 v
Modbus RTU slave STM32F103RB FreeMODBUS USART?2 157 X 518 v 623 v

Table 9: Component ablation on NUCLEO-H753ZI. Each cell reports iterations and total LLM tokens; v/Xindicate pass/fail
within the 10-iteration cap. A4 reports a binary success only, since it disables the feedback loop.

Full VIOMaPPER A1l:No Encoder A2:No RCA A3: No VIO A4: No Verifier
Peripheral Iters Tokens Iters  Tokens  Iters Tokens Iters Tokens Success Tokens
USART V1 26.2k V1 96.4k - - X3 90.6k v 26.2k
SPI V2 40.7k /1 145.2k V1 19.2k X2 33.0k X 16.3k
ADC+DMA V7 221.1k X2 1.066M X10 2577k X10 2829k X 55.7k

A1: Encoder. We bypass the Encoder and pass the raw MMIO
trace directly to CodeGen. A1 still converges on USART and SPI,
but at 3-4x the token cost of the full pipeline: USART takes 96.4k
tokens against 26.2 k baseline, and SPI takes 145.2k against 40.7 k.
The cause is that without entropy classification, the LLM models
polling status bits as constants, the firmware loops indefinitely
waiting for a never-changing flag, and the resulting emulation trace
grows beyond what the prompt can carry. On the compositional
ADC+DMA workload, this same pathology pushes the joint correc-
tion prompt past the API’s 922 k input-token limit and the pipeline
halts after initial synthesis.

A2: RCA. We disable Root Cause Analysis, so the LLM must re-
generate the model on each iteration without targeted patches.
On USART, baseline converges at iteration 1, leaving A2 with no
broken iteration to correct. On SPI, regeneration is more efficient
than patching, converging in one iteration at 19.2k tokens against
baseline’s two iterations and 40.7 k. The pattern reverses on the
compositional ADC+DMA workload, where regenerating two cou-
pled models from a generic correction prompt fails to converge
within the cap. RCA matters when the model space is large enough
that regeneration loses information across iterations.

A3: VIO. We strip the VIO API definitions, leaving the LLM with
only bare MMIO callbacks. Without protocol-level abstractions, the
LLM falls back to trace memorization, exhibiting the same failure
mode we observed for the Replay model in §10.2. USART and SPI
both pass VIOMAPPER’s verification but fail the firmware’s func-
tional check, since the synthesized model can only replay recorded
values and cannot respond to fresh inputs the firmware generates
at runtime. ADC+DMA fails outright within the cap. Without VIO,
the LLM has no path to a semantically faithful model.

A4: Verifier. We disable the Verifier’s feedback loop, leaving each
run with a single one-shot synthesis. USART is simple enough that
the LLM converges on the first attempt, so A4 succeeds. SPI and
ADC+DMA do not single-shot converge, and without the feedback

loop to correct their broken first attempts, both fail. The feedback
loop is essential as soon as peripheral complexity exceeds what the
LLM can model in one attempt.

11 DISCUSSION

Trace Coverage. VIOMAPPER learns from HITL traces, so model
fidelity is bounded by the behaviors they capture. Although the
LLM may infer behavior beyond the observed trace, trace-replay
verification cannot validate such behavior. Our fuzzing experiments
provide evidence that the models support executions beyond the
recorded traces, but do not establish correctness for all unseen
peripheral states or interactions.

Semi-Automatic Rehosting. BOARDRUNNER automates target-
specific MMIO-to-VIO mapping for peripheral classes already sup-
ported by the VIO library. The same reusable VIO model can be
mapped to different MCU register interfaces by VIOMAPPER, while
supporting a previously unsupported peripheral class requires im-
plementing a new VIO model once. Incomplete traces or platform
metadata may also require manual refinement. Thus, BOARDRUN-
NER is currently semi-automatic, with manual effort decreasing as
more peripherals are added to the VIO library.

Portability. Our current implementation targets ARM Cortex-M
MCUs and uses CMSIS SVD files as the default source of register
metadata, but neither VIO nor VIOMAPPER fundamentally depends
on SVD or ARM. Equivalent structured metadata may come from
Device Tree, vendor documentation, or other platform descriptions;
when such metadata is incomplete, additional analyst effort is re-
quired. Extending BOARDRUNNER to RISC-V or other architectures
additionally requires FAsTDYN support for the corresponding CPU
backend. These are primarily engineering limitations rather than
restrictions of the VIO abstraction.

Model-Aware Fuzzing. Our current fuzzing evaluation uses a
basic AFL-style integration that treats the generated device model
primarily as an input interface. However, BOARDRUNNER exposes
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richer semantics, including peripheral operations, configuration
state, data paths, and inter-peripheral dependencies, which could
enable domain-aware mutation strategies and restrict fuzzing to
hardware-feasible behaviors. For example, configuration and data
registers could use different mutation strategies, while structured
peripheral inputs could be paired with grammar-aware generators.
We leave such model-aware fuzzing to future work.

12 CONCLUSION

We presented BOARDRUNNER, a compositional firmware-rehosting
framework uniting reusable high-fidelity device models with FasT-
DyN’s efficient inline execution. Across five MCUs, BOARDRUNNER
minimizes manual effort while preserving the exact peripheral se-
mantics required for faithful execution, achieving a 12.74X average
speedup over HALucinator on macrobenchmarks. Crucially, real-
world evaluations confirm that BOARDRUNNER-generated models
seamlessly expose complex firmware interfaces to downstream
fuzzing. BOARDRUNNER delivers a practical, high-performance exe-
cution substrate for dynamic security analysis of hardware-coupled
firmware.
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anonymously. BOARDRUNNER and FASTDYN are available at https:
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//anonymous.4open.science/r/Boardrunner-Fastdyn, LibHW, the
hardware-backend library, is available at https://anonymous.4open.
science/r/libhw, and the forked QEMU that FAsTDYN builds against
is available at https://anonymous.4open.science/r/qemu-fork. The
BoARDRUNNER/FASTDYN repository contains the rehosting frame-
work, the VIOMAPPER synthesis pipeline, the generated peripheral
models, the firmware binaries and HITL traces for every evaluated
workload, and the evaluation scripts. Reproduction instructions are
under docs/. Model synthesis used OpenAI GPT-5.4 at medium
reasoning effort. Because the LLM is non-deterministic, we archive
every generated peripheral model so that downstream evaluation
can be reproduced without API access. Third-party middleware
(LwIP, FatFs, Eclipse Paho MQTT, FreeMODBUS) and fuzzing en-
gines (LibAFL, AFLNET) are cited to their upstream sources rather
than redistributed. Upon acceptance, we will de-anonymize the
repositories and release them under a permissive open-source li-
cense.

B ETHICAL CONSIDERATIONS

Dual-use. BOARDRUNNER is a defensive firmware rehosting frame-
work intended for security analysis through emulation and fuzzing.
Any rehosting tool can in principle be used to locate vulnerabilities
in deployed firmware, but the underlying techniques are already
public, and BoARDRUNNER lowers the cost of legitimate analysis
for vendors, auditors, and researchers.

Subjects and targets. This work involves no human subjects or per-
sonal data, so institutional review is not applicable. All evaluation
runs on vendor evaluation boards owned by the authors (Table 5)
and on publicly available firmware shipped with those boards’ SDKs.
Our real-world targets (LwIP, FatFs, MQTT, and Modbus RTU) are
widely-deployed open-source middleware. We do not target any
specific product or deployment, and the RQ3 fuzzing campaign
runs against reference implementations rather than live systems.
Responsible disclosure. Any vulnerability identified in upstream com-
ponents through continued use of BOARDRUNNER will be reported
to the affected maintainers under coordinated disclosure before
public release.

C LLM PROMPTS AND REFINEMENT.

This appendix documents VIOMapPER’s CodeGen prompts and the
RCA-driven revision loop.

C.1 Initial Prompt Composition

The initial CodeGen prompt is assembled from five blocks; the
boxes below use a running USART3 example on NUCLEO-H753ZI.
Role and task framing. Identifies the LLM as an expert on the target
MCU family and peripheral, and states the synthesis task.

Role & task framing

Template.

You are an expert reverse engineer specializing in

embedded systems and writing C emulation for peripherals.
You have read the reference manual for {mcu_family} with
special familiarity with the {peripheral_name} peripheral.
Your task is to analyze the following summary of MMIO trace
data and generate a complete C device model.
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BoardRunner: Automatic Firmware Rehosting using High-Fidelity Compositional Device Models

Example.

. reference manual for STM32H753x with special
familiarity with usart3 peripheral.

Available APIs. The VIO and framework APIs the LLM may invoke,
filtered by device category. A hard-blocker policy requires the LLM
to stop and propose a signature.

Available APIs & missing-API policy

Template.
## Available APIs
You must use the following APIs to construct the device model.
- “{return_type} {api_name} ({parameters}) :
{one-line description}

### Missing API Policy (HARD BLOCKER)

If the model requires an API that is not listed above, you
MUST stop and propose a precise signature
(api_<domain>_<action>, inputs, output, description) rather
than generate a placeholder implementation.

Example.

- “void api_pty_write_reqg(int fd, uint8_t wvalue) :
Writes the byte to a host-side pseudo-terminal.

- “int api_pty_read_nonblock (int fd, uint8_t «buff) :
Reads a single byte from the PTY in non-blocking mode.

Framework rules. Three hardened rules addressing recurring LLM
mistakes: absolute addressing (subtract peripheral base from the
callback address), callback signatures (_init returns a state-struct
pointer threaded back as opaque), and stateful emulation (no trace
memorization).

Critical framework rules

Template.

## Critical Framework Rules

### 1. Absolute Addressing

The framework passes absolute guest physical addresses to
the model's read/write callbacks. You MUST subtract the
peripheral's base address before comparing against register
offsets.

### 2. Callback Function Signatures

Your _init function MUST return a pointer to your state
struct; the framework passes this pointer as opaque to
every subsequent _read and _write call.

### 3. Stateful Emulation
Track peripheral state explicitly. Do not memorize trace
values or return canned bytes.

Example (rule 1 illustration in prompt).
hwaddr offset = addr - MY_PERIPH_BASE;
switch (offset) {

case 0x00: /+ first register «/

}

Encoded trace. Encoder’s timed automaton with SVD-annotated
register names (§8.2): initialization phase, dominant recurring cycle,
rare transitions, RMW and write-poll patterns, per-register entropy,
and per-vector ISR traces.

Encoded trace

Template.
## Detected Runtime Loops (loop_pattern_x.txt)
# Pattern #{n} (found {count} times)

[{t}] {op} to {periph}->{reg} ({addr}) value={val}, pc={pc}
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## Register Entropy Analysis (entropy.txt)
- Register {name}: {LOW|MEDIUM|HIGH} - Entropy = {bits}

## ISR Analysis (isr_analysis.txt)
## Repeating ISR —-- NVIC IRQn={n} ##
# Total Interrupts on this Vector: {count}
[{t}] INTERRUPT on {periph}, NVIC IRQn={n}
- Inferred ISR Trace:
[{t}] {op} to {periph}->{reg} ({addr}) value={val}

Example.

# Pattern #2 (found 182 times)
[11.503746] INTERRUPT on USART3, NVIC IRQn=39
[11.504009] READ to USART3->ISR (0x4000481C) value=0x6000D0

- Register CR1: LOW (status/control) - Entropy = 1.88 bits

Output-format contract. Requires three output sections — a sum-
mary, a register analysis, and the complete C source in a single
fenced **~c ... 7 block — matching a skeleton that names

the required _init/_read/_write symbols.

Output-format contract

Template.

## Required Output Format:

### 1. High-Level Summary

{one-paragraph summary of the peripheral's purpose}

### 2. Register Analysis

{bulleted list of important registers and their functions}

### 3. C Device Model Source Code

c
static {periph}State g_{periph};
uint64_t {periph}_read(void *opaque, hwaddr addr
unsigned size);

void {periph}_write(void *opaque, hwaddr addr,
uint64_t value, unsigned size);

voidx {periph}_init (ConfigSection* model_info);

Example.

static USART3State g_usart3;

uint64_t usart3_read(void xopaque, hwaddr addr,
unsigned size) { ... }

C.2 Revision Prompt

When the Verifier rejects a model on trace replay, RCA constructs
a fresh revision prompt and each iteration is user-approved. The re-
vision prompt reuses the initial prompt’s static blocks (APIs, frame-
work rules) and replaces the rest with three revision-specific ones
(subsection C.2): a task framing that says correct instead of generate,
a Model Under Correction block that embeds the current C source,
and an analysis section carrying RCA’s structured analysis of the
divergence. The output-format contract switches to search-and-
replace patches, which (as noted for RCA in §8.2) cuts token cost
every iteration after the first.

Revision prompt (blocks that differ from initial)

Template.

Task framing: Your task is to analyze the following
summary of MMIO trace data and correct

the existing C device model.

Model Under
Correction:

// FILE: {model_filename}

{current C source of the model being
revised, embedded in a fenced c block}
Analysis data: {RCA's structured analysis of the
divergence: located broken pattern,
classified error type (e.g., incorrect
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state update, missing dependency,
malformed timing) }

Output format: 1. Previous Model Failure Analysis
. Register Analysis
3. SEARCH/REPLACE blocks:
// FILE: {model_filename}
<<<<<<< SEARCH
[exact old code]

N

[new code]
>>>>>>> REPLACE

Example (SEARCH/REPLACE rules stated in the output-format
contract).

1. The SEARCH text must exactly match the current file,
character for character, including whitespace and
indentation.

Output-side failures (unparseable output, patch-application er-
rors, or compile errors) reuse the same structure with the error text
substituted for the RCA analysis.

Failure re-prompt (compile-error example)

Template.

Task framing: Correct the existing C device model.

Model Under // FILE: {model_filename}

Correction: {current C source that failed}

Error message: {parse, patch-application, or compile
error captured by the pipeline}

Output format: SEARCH/REPLACE blocks (as above)

Example (compile error).

usart3_model.c:42:5: error: 'USART3State' has no
member named 'rx_ready'
42 | s->rx_ready = 1;
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